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W ireless instrum enta tion is crea ting  a  lot of  enthusiasm  w ith in industr y  today, fu ll  of  

oppor tunit ies and  possib il i ties for  new  and  ex cit ing  p rocess m easurem ent. 

The b usiness benef its of  industr ia l  w ir eless solut ions a r e clea r ; less investm ent in  in fr astructure 

w h ile enab ling  g rea ter p rocess insights into the p lant op era tions. In  fact, once the 

inf rastructu re is in p lace, w ireless sensors sca le ver y  easi ly  and  f lex ib ly  across the site, 

enab l ing  m easur em ents tha t w er e p reviously  too d i f f icu lt  or  uneconom ica l to im p lem ent.

ISA100.11a provides a robust security mechanism to continuously ensure the safety of various system operations. 

Communications in the ISA100.11a network are protected using Advanced Encryption Standard (AES) which was 

approved by NIST for protecting secret information. Only devices that have legitimate keys (called join keys) are admitted 

to join the operational network. Users can install such join keys securely into devices during set-up. The AES key for the 

communications are automatically derived from the join key and updated periodically. The secure key derivation method 

used in ISA100.11a forms a trust chain and makes the operational network secure in the entire system life cycle.

Security

From the very beginning, ISA100.11a is an end user driven 

standard that aims to define the total wireless landscape for the 

automation industry. Comprised of a family of wireless 

standards that encompass a multi-functional wireless network 

and integrated application layers such as; HART, Profibus, 

Modbus and FOUNDATION TM Fieldbus.

    U W ireless systems for industrial automation (ISA100.11a)

    U People and Asset Tracking and Identification (ISA100.21)

    U W ireless Backhaul Backbone Networks (ISA100.15)

Family

ISA100.11a takes the best wireless technology available today. 

One integrated, multi-protocol, multi-functional wireless network 

fully supports your plant and processes. Apply ISA100.11a to 

extend the lifecycle benefits of your wireless network, protect your 

investment and maximize the full potential of wireless, ensuring 

that you only need to deploy your wireless network once.

Conclusion

Reliability is dependent on the types of applications to be 

supported. Mesh networks with multiple redundant paths 

are ideal for processes requiring low speed communication 

updates, while star networks excel in high speed 

Reliability

Open your eyes to a world of new  opportunities...
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